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security of federal systems may nevertheless be undermined by compromised anti-virus 

products. Government contracting data indicating that several federal departments and agencies 

use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 

more troubling. 18 If federal agencies and departments are being guarded by potentially 

compromised software, then it is virtually impossible for such agencies to effectively and 

efficiently implement the NIST Framework, and to fully comply with President Trump's 

executive order. The recent news that Kaspersky Lab's products have been removed from the 

General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use of Kaspersky Lab's products. 19

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 

allegations prove true, then the American public has ample grounds on which to rest their 

concerns about the security of data stored and transmitted on federal information systems

especially those allegedly protected by Kaspersky Lab's products. In light of this increasing 

threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 

properly equipped and adapted to safeguard our nation's information. To assist the Committee 

in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 

exist on federal information systems, please provide the following documents and information as 

soon as possible, but no later than August 11, 2017. Please provide the requested materials for 

the time frame from January I, 2013, to present: 

I. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment, and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov/Pages/AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 

Goldstein & Greg Gordon, Exclusive: Kremlin Doc·uments Suggest Link Between Cyber Giant"and Russia Spy 
Agency, McCLATCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation
world/national/articlel59342694.html (last visited July 12, 2017); see also Mike Levine & Pierre Thomas, Officials 
Fear Russia Could Try To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 

2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software-
firm/story?id=4 7295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales for Its Security 
Software, CRN, July 12, 2017, available at http://www.crn.com/news/security/300088591/kaspersky-removed
from-gsa-schedule-limiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Trump Administration 
Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http ://www.politico.com/story/20 l 7 /07 /l l/trump-russian-security-software-240423. 
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security of federal systems may nevertheless be undermined by compromised anti-virus 

products. Government contracting data indicating that several federal departments and agencies 

use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 

more troubling. 18 If federal agencies and departments are being guarded by potentially 
compromised software, then it is virtually impossible for such agencies to effectively and 

efficiently implement the NIST Framework, and to fully comply with President Trump's 

executive order. The recent news that Kaspersky Lab's products have been removed from the 

General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use of Kaspersky Lab's products.19

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 

allegations prove true, then the American public has ample grounds on which to rest their 

concerns about the security of data stored and transmitted on federal information systems

especially those allegedly protected by Kaspersky Lab's products. In light of this increasing 

threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 

properly equipped and adapted to safeguard our nation's information. To assist the Committee 

in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 

exist on federal information systems, please provide the following documents and inforn1ation as 

soon as possible, but no later than August 11, 2017. Please provide the requested materials for 

the time frame from January 1, 2013, to present: 

1. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment, and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov/Pages/ AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 
Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest Link Between Cyber Giant and Russia Spy 
Agency, McCLATCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation-
world/national/article 159342694.html (last visited July 12, 2017); see also Mike Levine & Pierre Thomas, Officials 
Fear Russia.Could Try To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officia1s-fear-russia-target-us-popular-software
firm/story?id=47295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales/or Its Security 
Software, CRN, July 12, 2017, available at http://www.crn.com/news/security/300088591/kaspersky-removed
from-gsa-schedule-limiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Trump Administration 
Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http://www.politico.com/story/2017 /07 /l l/trump-russian-security-software-240423. 











Acting Secretary Speer 
July 27, 2017 
Page 4 

security of federal systems may nevertheless be undermined by compromised anti-virus 
products. Government contracting data indicating that several federal departments and agencies 
use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 
more troubling. 18 If federal agencies and departments are being guarded by potentially 
compromised software, then it is virtually impossible for such agencies to effectively and 
efficiently implement the NIST Framework, and to fully comply with President Trump's 
executive order. The recent news that Kaspersky Lab's products have been removed from the 
General Service Administration's contracting Schedule 67 and 70 is encouraging, however 
federal agencies and contractors n:iay be likely to continue use of Kaspersky Lab's products. 19

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 
allegations prove true, then the American public has ample grounds on which to rest their 
concerns about the security of data stored and transmitted on federal information systems
especially. those allegedly protected by Kaspersky Lab's products. In light of this increasing 
threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 
properly equipped and adapted to safeguard our nation's information. To assist the Committee 
in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 
exist on federal information systems, please provide the following documents and information as 
soon as possible, but no later than August 11, 2017. Please provide the requested materials for 
the time frame from January 1, 2013, to present: 

1. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment, and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov/Pages/ AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 
Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest Link Between Cyber Giant and Russia Spy 
Agency, McCLATCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation
world/national/articlel59342694.html (last visited July 12, 2017); see also Mike Levine & Pierre Thomas, Officials 
Fear Russia Could Try To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software-
firm/sto1y?id=4 7295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales for Its Security 
Software, CRN, July 12, 2017, available at http://www.crn.com/news/security/300088591/kaspersky-removed
from-gsa-schedule-limiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Trump Administration 
Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http://www.politico.com/story/2017 /07 / 11/trump-russian-security-software-240423. 
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security of federal systems may nevertheless be undermined by compromised anti-virus 

products. Government contracting data indicating that several federal departments and agencies 

use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 

more troubling. 18 If federal agencies and departments are being guarded by potentially 

compromised software, then it is virtually impossible for such agencies to effectively and 

efficiently implement the NIST Framework, and to fully comply with President Trump's 

executive order. The recent news that Kaspersky Lab's products have been removed from the 

General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use of Kaspersky Lab's products. 19

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 

allegations prove true, then the American public has ample grounds on which to rest their 

concerns about the security of data stored and transmitted on federal information systems

especially those allegedly protected by Kaspersky Lab's products. In light of this increasing 

threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 

properly equipped and adapted to safeguard our nation's information. To assist the Committee 

in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 

exist on federal information systems, please provide the following documents and information as 

soon as possible, but no later than August 11, 2017. Please provide the requested materials for 

the time frame from January 1, 2013, to present: 

I. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment, and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov/Pages/ AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 
Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest Link Between Cyber Giant and Russia Spy 
Agency, McCLATCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation-
world/national/articlel 59342694.html (last visited July 12, 2017); see also Mike Levine & Pierre Thomas, Officials 
Fear Russia Could Try To Target US Through Popular Software Finn Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software-
firm/story?id=4 7295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales for Its Security 
Software, CRN, July 12,2017, available al http://www.crn.com/news/security/300088591/kaspersky-removed
from-gsa-schedule-limiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Trump Administration 
Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http://www.politico.com/story/2017 /07 /l l/trump-russian-security-software-240423. 
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security of federal systems may nevertheless be undermined by compromised anti-virus 

products. Government contracting data indicating that several federal departments and agencies 

use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 

more troubling. 18 If federal agencies and departments are being guarded by potentially 

compromised software, then it is virtually impossible for such agencies to effectively and 

efficiently implement the NIST Framework, and to fully comply with President Trump's 

executive order. The recent news that Kaspersky Lab's products have been removed from the 

General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use of Kaspersky Lab's products. 19

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 

allegations prove true, then the American public has ample grounds on which to rest their 

concerns about the security of data stored and transmitted on federal information systems

especially those allegedly protected by Kaspersky Lab's products. In light of this increasing 

threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 

properly equipped and adapted to safeguard our nation's information. To assist the Committee 

in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 

exist on federal information systems, please provide the following documents and information as 

soon as possible, but no later than August 11, 2017. Please provide the requested materials for 

the time frame from January 1, 2013, to present: 

1. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment, and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov/Pages/ AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 
Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest Link Between Cyber Giant and Russia Spy 
Agency, McCLATCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation
world/national/articlel59342694.html (last visited July 12, 2017); see also Mike Levine & Pierre Thomas, Officials 
Fear Russia Could T1y To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software
firm/story?id=47295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales for Its Security 
Software, CRN, July 12, 2017, available at http://www.crn.com/news/security/300088591/kaspersky-removed
from-gsa-schedule-Iimiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Trump Administration 
Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http://www.politico.com/story/2017 /07 /l l/trump-russian-security-software-240423. 
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security of federal systems may nevertheless be undermined by compromised anti-virus 

products. Government contracting data indicating that several federal departments and agencies 

use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 

more troubling. 18 
If federal agencies and departments are being guarded by potentially 

compromised software, then it is virtually impossible for such agencies to effectively and 

efficiently implement the NIST Framework, and to fully comply with President Trump's 

executive order. The recent news that Kaspersky Lab's products have been removed from the 

General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use of Kaspersky Lab's products. 19

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 

allegations prove true, then the American public has ample grounds on which to rest their 

concerns about the security of data stored and transmitted on federal information systems

especially those allegedly protected by Kaspersky Lab's products. In light of this increasing 

threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 

properly equipped and adapted to safeguard our nation's information. To assist the Committee 

in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 

exist on federal information systems, please provide the following documents and information as 

soon as possible, but no later than August 11, 2017. Please provide the requested materials for 

the time frame from January 1, 2013, to present: 

I. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment, and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov/Pages/AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 
Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest Link Between Cyber Giant and Russia Spy 
Agency, McCLATCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation-
world/national/article 159342694.html (last visited July 12, 2017); see also Mike Levine & Pierre Thomas, Officials 

Fear Russia Could Try To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software
firm/story?id=47295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales for Its Security 
Software, CRN, July 12, 2017, available at http://www.crn.com/news/security/300088591/kaspersky-removed
from-gsa-schedule-limiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Trump Administration 
Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 

http://www.politico.com/story/2017 /07 / l l/trump-russian-security-software-240423. 
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security of federal systems may nevertheless be undermined by compromised anti-virus 

products. Government contracting data indicating that several federal departments and agencies 

use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 

more troubling. 18 If federal agencies and departments are being guarded by potentially 

compromised software, then it is virtually impossible for such agencies to effectively and 

efficiently implement the NIST Framework, and to fully comply with President Trump's 

executive order. The recent news that Kaspersky Lab's products have been removed from the 

General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use of Kaspersky Lab's products. 19

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 

allegations prove true, then the American public has ample grounds on which to rest their 

concerns about the security of data stored and transmitted on federal information systems

especially those allegedly protected by Kaspersky Lab's products. In light of this increasing 

threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 

properly equipped and adapted to safeguard our nation's information. To assist the Committee 

in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 

exist on federal information systems, please provide the following documents and infom1ation as 

soon as possible, but no later than August 11, 2017. Please provide the requested materials for 

the time frame from January 1, 2013, to present: 

1. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment, and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov/Pages/ AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 
Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest Link Between Cyber Giant and Russia Spy 
Agency, McCLATCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation-
world/national/article 159342694.html (last visited July 12, 2017); see also Mike Levine & Pierre Thomas, Officials 
Fear Russia Could Try To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software-
firm/story?id=47295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales for Its Security 
Software, CR.t'-J", July 12, 2017, available at http://www.crn.com/news/security/300088591/kaspersky-removed
from-gsa-schedule-limiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Tnimp Administration 
Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http://www.politico.corn/story/2017 /07 /11/trump-russian-security-software-240423. 
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security of federal systems may nevertheless be undermined by compromised anti-virus 

products. Government contracting data indicating that several federal departments and agencies 

use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 

more troubling. 18 If federal agencies and departments are being guarded by potentially 

compromised software, then it is virtually impossible for such agencies to effectively and 

efficiently implement the NIST Framework, and to fully comply with President Trump's 

executive order. The· recent news that Kaspersky Lab's products have been removed from the 

General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use of Kaspersky Lab's products. 19 

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 

allegations prove true, then the American public has ample grounds on which to rest their 

concerns about the security of data stored and transmitted on federal information systems

especially those allegedly protected by Kaspersky Lab's products. In light of this increasing 

threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 

properly equipped and adapted to safeguard our nation's information. To assist the Committee 

in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 

exist on federal information systems, please provide the following documents and information as 

soon as possible, but no later than August 11, 2017. Please provide the requested materials for 

the time frame from January 1, 2013, to present: 

1. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment, and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov/Pages/ AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 
Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest Link Between Cyber Giant and Russia Spy 

Agency, McCLATCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation-
world/national/article 159342694.html (last visited July 12, 20 I 7); see also Mike Levine & Pierre Thomas, Officials 

Fear Russia Could Try To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software-
firm/story?id=4 7295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales/or Its Security 
Software, CRN, July 12, 2017, available at http://www.crn.com/news/security/30008859 l/kaspersky-removed
from-gsa-schedule-limiting-federal-salesafor-its-security-software.htm; see also Eric Geller, Trump Administration 

Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http://www.politico.com/story/20 l 7 /07 /l l/trump-russian-security-software-240423. 
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security of federal systems may nevertheless be undermined by compromised anti-virus 
products. Government contracting data indicating that several federal departments and agencies 
use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 
more troubling. 18 

If federal agencies and departments are being guarded by potentially 
compromised software, then it is virtually impossible for such agencies to effectively and 
efficiently implement the NIST Framework, and to fully comply with President Trump's 
executive order. The recent news that Kaspersky Lab's products have been removed from the 
General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use of Kaspersky Lab's products. 19

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 
allegations prove true, then the American public has ample grounds on which to rest their 
concerns about the security of data stored and transmitted on federal information systems
especially those allegedly protected by Kaspersky Lab's products. In light of this increasing 
threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 
properly equipped and adapted to safeguard our nation's information. To assist the Committee 
in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 
exist on federal information systems, please provide the following documents and information as 
soon as possible, but no later than August 11, 2017. Please provide the requested materials for 
the time frame from January 1, 2013, to present: 

1. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessme�t, and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov/Pages/ AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 
Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest Link Between Cyber Giant and Russia Spy 
Agency, McCLATCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation-
world/national/article 159342694.html (last visited July 12, 2017); see also Mike Levine & Pierre Thomas, Officials 
Fear Russia Could Try To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software
firm/story?id=47295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales for Its Security 
Software, CRN, July 12, 2017, available at http://www.crn.com/news/security/300088591/kaspersky-removed
from-gsa-schedule-limiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Trump Administration 
Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http://www.politico.com/story/2017 /07 /l l/trump-russian-security-software-240423. 
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security of federal systems may nevertheless be undermined by compromised anti-virus 
products. Government contracting data indicating that several federal departments and agencies 
use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 

more troubling.18 If federal agencies and departments are being guarded by potentially 
compromised software, then it is virtually impossible for such agencies to effectively and 
efficiently implement the NIST Framework, and to fully comply with President Trump's 
executive order. The recent news that Kaspersky Lab's products have been removed from the· 
General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use of Kaspersky Lab's products. 19

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 
allegations prove true, then the American public has ample grounds on which to rest their 
concerns about the security of data stored and transmitted on federal information systems
especially those allegedly protected by Kaspersky Lab's products. In light of this increasing 
threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 
properly equipped and adapted to safeguard our nation's information. To assist the Committee 
in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 
exist on federal information systems, please provide the following documents and information as 
soon as possible, but no later than August 11, 2017. Please provide the requested materials for 
the time frame from January 1, 2013, to present: 

1. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment, and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov/Pages/ AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 
Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest Link Between Cyber Giant and Russia Spy 
Agency, McCLATCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation-
world/national/article 159342694.html (last visited July 12, 2017); see also Mike Levine & Pierre Thomas, Officials 
Fear Russia Could Try To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software-
firm/story?id=4 7295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales for Its Security 
Software, CRN, July 12, 2017, available at http://www.crn.com/news/security/300088591/kaspersky-removed
from-gsa-schedule-limiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Trump Administration 
Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http://www.politico.com/story/2017 /07 /l l/trump-russian-security-software-240423. 
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security of federal systems may nevertheless be undermined by compromised anti-virus 

products. Government contracting data indicating that several federal departments and agencies 

use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 

more troubling. 18 
If federal agencies and departments are being guarded by potentially 

compromised software, then it is virtually impossible for such agencies to effectively and 

efficiently implement the NIST Framework, and to fully comply with President Trump's 

executive order. The recent news that Kaspersky Lab's products have been removed from the 

General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use of Kaspersky Lab's products. 19

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 

allegations prove true, then the American public has ample grounds on which to rest their 

concerns about the security of data stored and transmitted on federal information systems

especially those allegedly protected by Kaspersky Lab's products. In light of this increasing 

threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 

properly equipped and adapted to safeguard our nation's information. To assist the Committee 

in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 

exist on federal information systems, please provide the· following documents and information 

as soon as possible, but no later than August 11, 20 I 7. Please provide the requested materials 

for the time frame from January 1, 2013, to present: 

1. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment, and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov/Pages/ AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 
Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest Link Between Cyber Giant and Russia Spy 
Agency, McCLATCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation-
world/national/article 159342694.html (last visited July 12, 2017); see also Mike Levine & Pierre Thomas, Officials 
Fear Russia Could Tty To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software-
firm/story?id=4 7295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales for Its Security 
Software, CRN, July 12, 2017, available at http://www.crn.com/news/security/300088591/kaspersky-removed

from-gsa-schedule-limiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Trump Administration 
Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http://www.politico.com/story/2017 /07 /l l/trump-russian-security-software-240423. 
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security of federal systems may nevertheless be undermined by compromised anti-virus 

products. Government contracting data indicating that several federal departments and agencies 

use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 

more troubling.18 If federal agencies and departments are being guarded by potentially 
compromised software, then it is virtually impossible for such agencies to effectively and 

efficiently implement the NIST Framework, and to fully comply with President Trump's 

executive order. The recent news that Kaspersky Lab's products have been removed from the 

General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use of Kaspersky Lab's products. 19

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 

allegations prove true, then the American public has ample grounds on which to rest their 

concerns about the security of data stored and transmitted on federal information systems

especially those allegedly protected by Kaspersky Lab's products. In light of this increasing 

threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 

properly equipped and adapted to safeguard our nation's information. To assist the Committee 

in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 

exist on federal information systems, please provide the following documents and information as 

soon as possible, but no later than August 11, 2017. Please provide the requested materials for 

the time frame from January 1, 2013, to present: 

1. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment, and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov!Pages/ AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 
Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest Link Between Cyber Giant and Russia Spy 
Agency, McCLATCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation-
world/national/article 159342694.html (last visited July 12, 2017); see also Mike Levine & Pierre Thomas, Officials 
Fear Russia Could Try To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software
firm/story?id=47295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales for Its Security 
Software, CRN, July 12, 2017, available at http://www.crn.com/news/security/30008859 l /kaspersky-removed
from-gsa-schedule-limiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Trump Administration 

Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http://www.politico.com/story/2017 /07 /l l/trpmp-russian-security-software-240423. 











Administrator Pruitt 
July 27, 2017 
Page 4 

security of federal systems may nevertheless be undermined by compromised anti-virus 

products. Government contracting data indicating that several federal departments and agencies 

use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 

more troubling. 18 If federal agencies and departments are being guarded by potentially 
compromised software, then it is virtually impossible for such agencies to effectively and 

efficiently implement the NIST Framework, and to fully comply with President Trump's 

executive order. The recent news that Kaspersky Lab's products have been removed from the 

General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use of Kaspersky Lab's products. 19

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 

allegations prove true, then the American public has ample grounds on which to rest their 

concerns about the security of data stored and transmitted on federal information systems

especially those allegedly protected by Kaspersky Lab's products. In light of this increasing 

threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 

properly equipped and adapted to safeguard our nation's information. To assist the Committee 

in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 

exist on federal information systems, please provide the following documents and information as 

soon as possible, but no later than August 11, 2017. Please provide the requested materials for 

the time frame from January 1, 2013, to present: 

l. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspei·sky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment, and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov/Pages/ AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 
Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest Link Between Cyber Giant and Russia Spy 
Agency, McCLATCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation-
world/national/article 159342694.html (last visited July 12, 2017); see also Mike Levine & Pierre Thomas, Officials 
Fear Russia Could Try To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software-
firm/story?id=47295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales for Its Security 
Software, CRN, July 12, 2017, available at http://www.crn.com/news/security/300088591/kaspersky-removed
from-gsa-schedule-limiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Trump Administration 
Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http://www.politico.com/story/2017 /07 / l  l /trump-russian-security-software-240423. 
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security of federal systems may nevertheless be undermined by compromised anti-virus 

products. Government contracting data indicating that several federal departments and agencies 

use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 

more troubling. 18 
If federal agencies and departments are being guarded by potentially 

compromised software, then it is virtually impossible for such agencies to effectively and 

efficiently implement the NIST Framework, and to fully comply with President Trump's 

executive order. The recent news that Kaspersky Lab's products have been removed from the 

General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use of Kaspersky Lab's products. 19

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 

allegations prove true, then the American public has ample grounds on which to rest their 

concerns about the security of data stored and transmitted on federal information systems

especially those allegedly protected by Kaspersky Lab's products. In light of this increasing 

threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 

properly equipped and adapted to safeguard our nation's information. To assist the Committee 

in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 

exist on federal information systems, please provide the following documents and information as 

soon as possible, but no later than August 11, 2017. Please provide the requested materials for 

the time frame from January 1, 2013, to present: 

I. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment, and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov/Pages/ AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 
Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest Link Between Cyber Giant and Russia Spy 
Agency, McCLATCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation-
world/national/article 159342694.html (last visited July 12, 2017); see also Mike Levine & Pierre Thomas, Officials 
Fear Russia Could Tty To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software-
firm/story?id=4 7295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales for Its Security 
Software, CRN, July 12, 2017, available at http://www.crn.com/news/security/300088591/kaspersky-removed
from-gsa-schedule-limiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Trump Administration 
Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http://www.politico.com/story/2017 /07 /l l/trump-russian-security-software-240423. 
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security of federal systems may nevertheless be undermined by compromised anti-virus 

products. Government contracting data indicating that several federal departments and agencies 

use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 

more troubling. 18 If federal agencies and departments are being guarded by potentially 

compromised software, then it is virtually impossible for such agencies to effectively and 

efficiently implement the NIST Framework, and to fully comply with President Trump's 

executive order. The recent news that Kaspersky Lab's products have been removed from the 

General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use of Kaspersky Lab's products. 19

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 

allegations prove true, then the American public has ample grounds on which to rest their 

concerns about the security of data stored and transmitted on federal information systems

especially those allegedly protected by Kaspersky Lab's products. In light of this increasing 

threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 

properly equipped and adapted to safeguard our nation's information. To assist the Committee 

in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 

exist on federal information systems, please provide the following documents and information as 

soon as possible, but no later than August 11, 2017. Please provide the requested materials for 

the time frame from January 1, 2013, to present: 

1. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment, and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov/Pages/ AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 
Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest Link Between Cyber Giant and Russia Spy 
Agency, McCLATCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation-
world/national/article l 59342694.html (last visited July 12, 2017); see also Mike Levine & Pierre Thomas, Officials 
Fear Russia Could T,y To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software-
firm/story?id=4 7295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales for Its Security 
Software, CRN, July 12, 2017, available at http://www.crn.com/news/security/300088591/kaspersky-removed
from-gsa-schedule-limiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Trump Administration 

Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http://www.politico.com/story/2017 /07 /l l/trump-russian-security-software-240423. 
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security of federal systems may nevertheless be undermined by compromised anti-virus 

products. Government contracting data indicating that several federal departments and agencies 

use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 

more troubling. 18 
If federal agencies and departments are being guarded by potentially 

compromised software, then it is virtually impossible for such agencies to effectively and 

efficiently implement the NIST Framework, and to fully comply with President Trump's 

executive order. The recent news that Kaspersky Lab's products have been removed from the 

General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use of Kaspersky Lab's products. 19

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 

allegations prove true, then the American public has ample grounds on which to rest their 

concerns about the security of data stored and transmitted on federal information systems

especially those allegedly protected by Kaspersky Lab's products. In light of this increasing 

threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 

properly equipped and adapted to safeguard our nation's information. To assist the Committee 

in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 

exist on federal information systems, please provide the following documents and information as 

soon as possible, but no later than August 11, 2017. Please provide the requested materials for 

the time frame from January 1, 2013, to present: 

1. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment; and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov!Pages/ AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 
Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest Link Between Cyber Giant and Russia Spy 
Agency, MCCLA TCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation-
world/national/article I 59342694.html (last visited July 12, 20 I 7); see also Mike Levine & Pierre Thomas, Officials 
Fear Russia Could Try To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software
firm/story?id=47295729 (last visited July 12, 2017). 
1� See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales for Its Security
Software, CRN, July 12, 2017, available at http://www.crn.com/news/security/300088591/kaspersky-removed
from-gsa-schedule-limiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Trump Administration 

Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http://www.politico.com/story/2017 /07 /l l/trump-russian-security-software-240423. 
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security of federal systems may nevertheless be undermined by compromised anti-virus 

products. Government contracting data indicating that several federal departments and agencies 

use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 

more troubling. 18 If federal agencies and depaitments are being guarded by potentially 

compromised software, then it is virtually impossible for such agencies to effectively and 

efficiently implement the NIST Framework, and to fully comply with President Trump's 

executive order. The recent news that Kaspersky Lab's products have been removed from the 

General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use of Kaspersky Lab's products. 19

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 

allegations prove true, then the American public has ample grounds on which to rest their 

concerns about the security of data stored and transmitted on federal information systems

especially those·allegedly protected by Kaspersky Lab's products. In light of this increasing 

threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 

properly equipped and adapted to safeguard our nation's information. To assist the Committee 

in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 

exist on federal information systems, please provide the following documents and information as 

soon as possible, but no later than August 11, 2017. Please provide the requested materials for 

the time frame from January 1, 2013, to present: 

1. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment, and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov/Pages/ AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 
Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest link Between Cyber Giant and Russia Spy 
Agency, McCLATCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation-
world/national/article 159342694.html (last visited July 12, 2017); see also Mike Levine & Pierre Thomas, Officials 
Fear Russia Could Try To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software
firm/sto1y?id=47295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky lab Removed From GSA Schedule, limiting Federal Sales for Its Security 
Software, CRN, July 12, 2017, available at http://www.cm.com/news/security/300088591/kaspersky-rem.oved
from-gsa-schedule-limiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Trump Administration 
Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http://www.politico.com/story/2017 /07 /l l/trump-russian-security-software-240423. 
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security of federal systems may nevertheless be undermined by compromised anti-virus 

products. Government contracting data indicating that several federal departments and agencies 

use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 

more troubling. 18 If federal agencies and departments are being guarded by potentially 

compromised software, then it is virtually impossible for such agencies to effectively and 

efficiently implement the NIST Framework, and to fully comply with President Trump's 

executive order. The recent news that Kaspersky Lab's products have been removed from the 

General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use of Kaspersky Lab's products. 19

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 

allegations prove true, then the American public has ample grounds on which to rest their 

concerns about the security of data stored and transmitted on federal information systems

especially those allegedly protected by Kaspersky Lab's products. In light of this increasing 

threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 

properly equipped and adapted to safeguard our nation's information. To assist the Committee 

in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 

exist on federal information systems, please provide the following documents and information as 

soon as possible, but no later than August 11, 2017. Please provide the requested materials for 

the time frame from January I, 2013, to present: 

1. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment, and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Confracting Dataset, available at 
https://www.usaspending.gov/Pages/AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 
Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest Link Between Cyber Giant and Russia Spy 

Agency, McCLATCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation-
world/national/article 159342694.html (last visited July 12, 2017); see also Mike Levine & Pierre Thomas, Officials 

Fear Russia Could Try To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software
firm/story?id=47295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales for Its Security 
Software, CRN, July 12, 2017, available at http://www.crn.com/news/security/300088591/kaspersky-removed
from-gsa-schedule-limiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Trump Administration 

Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http://www.politico.com/story/2017 /07 /l l/trump-russian-security-software-240423. 











Administrator McMahon 
July 27, 2017 
Page 4 

security of federal systems may nevertheless be undermined by compromised anti-virus 

products. Government contracting data indicating that several federal departments and agencies 

use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 

more troubling. 18 If federal agencies and departments are being guarded by potentially 

compromised software, then it is virtually impossible for such agencies to effectively and 

efficiently implement the NIST Framework, and to fully comply with President Trump's 

executive order. The recent news that Kaspersky Lab's products have been removed from the 

General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use ofKaspersky Lab's products. 19

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 

allegations prove true, then the American public has ample grounds on which to rest their 

concerns about the security of data stored and transmitted on federal information systems

especially those allegedly protected by Kaspersky Lab's products. In light of this increasing 

threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 

properly equipped and adapted to safeguard our nation's information. To assist the Committee 

in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 

exist on federal information systems, please provide the following documents and information as 

soon as possible, but no later than August 11, 2017. Please provide the requested materials for 

the time frame from January 1, 2013, to present: 

1. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment, and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov/Pages/ AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 

Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest Link Between Cyber Giant and Russia Spy 
Agency, McCLATCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation-
world/national/article 159342694.html (last visited July 12, 2017); see also Mike Levine & Pierre Thomas, Officials 
Fear Russia Could Try To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software-
firm/story?id=4 7295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales for Its Security 
Software, CRN, July 12, 2017, available at http://www.crn.com/news/security/300088591/kaspersky-removed
from-gsa-schedule-limiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Trump Administration 
Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http://www.politico.com/story/2017 /07 / l l/trump-russian-security-software-240423. 
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security of federal systems may nevertheless be undermined by compromised anti-virus 

products. Government contracting data indicating that several federal departments and agencies 

use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 

more troubling. 18 If federal agencies and departments are being guarded by potentially 

compromised software, then it is virtually impossible for such agencies to effectively and 

efficiently implement the NIST Framework, and to fully comply with President Trump's 

executive order. The recent news that Kaspersky Lab's products have been removed from the 

General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use of Kaspersky Lab's products. 19 

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 

allegations prove true, then the American public has ample grounds on which to rest their 

concerns about the security of data stored and transmitted on federal information systems

especially those allegedly protected by Kaspersky Lab's products. In light of this increasing 

threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 

properly equipped and adapted to safeguard our nation's information. To assist the Committee 

in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 

exist on federal information systems, please provide the following documents and information as 

soon as possible, but no later than August 11, 2017. Please provide the requested materials for 

the time frame from January 1, 2013, to present: 

1. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment, and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov/Pages/ AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 
Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest Link Between Cyber Giant and Russia Spy 
Agency, McCLATCHY, July 3, 20 I 7, available at http://www.mcclatchydc.com/news/nation-
world/national/article 159342694.html (last visited July 12, 2017); see also Mike Levine & Pierre Thomas, Officials 
Fear Russia Could Try To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software-
firm/story?id=4 7295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales for Its Security 
Software, CRN, July 12, 2017, available at http://www.crn.com/news/security/300088591/kaspersky-removed
from-gsa-schedule-limiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Trump Administration 
Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http://www.politico.com/story/2017 /07 /l l/trump-russian-security-software-240423. 
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security of federal systems may nevertheless be undermined by compromised anti-virus 

products. Government contracting data indicating that several federal departments and agencies 

use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 

more troubling. 18 If federal agencies and departments are being guarded by potentially 

compromised software, then it is virtually impossible for such agencies to effectively and 

efficiently implement the NIST Framework, and to fully comply with President Trump's 

executive order. The recent news that Kaspersky Lab's products have been removed from the 

General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use of Kaspersky Lab's products. 19

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 

allegations prove true, then the American public has ample grounds on which to rest their 

concerns about the security of data stored and transmitted on federal information systems

especially those allegedly protected by Kaspersky Lab's products. In light of this increasing 

threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 

properly equipped and adapted to safeguard our nation's information. To assist the Committee 

in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 

exist on federal information systems, please provide the following documents and infom1ation as 

soon as possible, but no later than August 11, 2017. Please provide the requested materials for 

the time frame from January 1, 2013, to present: 

1. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment, and decision-making processes on the matter of whether to implement
products manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov/Pages/ AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 
Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest Link Between Cyber Giant and Russia Spy 
Agency, McCLATCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation-
world/national/article 159342694.html (last visited July 12, 2017); see also Mike Levine & Pierre Thomas, Officials 
Fear Russia Could Try To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software-
firrri./story?id=4 7295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales for Its Security 
Software, CRN, July 12, 2017, available at http://www.cm.com/news/security/300088591/kaspersky-removed
from-gsa-schedule-limiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Trump Administration 
Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http://www.politico.com/story/2017 /07 / l l/trump-russian-security-software-240423. 











Secretary Shulkin 
July 27, 2017 
Page 4 

security of federal systems may nevertheless be undermined by compromised anti-virus 

products. Government contracting data indicating that several federal departments and agencies 

use or have used cybersecurity or anti-virus products manufactured by Kaspersky Lab is even 

more troubling. 18 If federal agencies and departments are being guarded by potentially 

compromised software, then it is virtually impossible for such agencies to effectively and 

efficiently implement the NIST Framework, and to fully comply with President Trump's 

executive order. The recent news that Kaspersky Lab's products have been removed from the 

General Service Administration's contracting Schedule 67 and 70 is encouraging, however 

federal agencies and contractors may be likely to continue use of Kaspersky Lab's products. 19

Cybersecurity is a greater threat to our nation than ever before. If these widely reported 

allegations prove true, then the American public has ample grounds on which to rest their 

concerns about the security of data stored and transmitted on federal information systems

especially those allegedly protected by Kaspersky Lab's products. In light of this increasing 

threat, the Committee takes seriously its duty to ensure the NIST Cybersecurity Framework is 

properly equipped and adapted to safeguard our nation's information. To assist the Committee 

in understanding the effectiveness of the NIST Framework, and potential vulnerabilities that 

exist on federal information systems, please provide the following documents and information as 

soon as possible, but no later than August 11, 2017. Please provide the requested materials for 

the time frame from January 1, 2013, to present: 

1. All documents and communications referring or relating to cybersecurity and/or anti
virus products manufactured by Kaspersky Lab.

2. All documents and communications referring or relating to any evaluation, risk
assessment, and decision-making processes on the matter of whether to implement
products_ manufactured by Kaspersky Lab.

3. All documents and communications referring or relating to the use or implementation
of products manufactured by Kaspersky Lab.

18 Government Contracting Dataset, available at 
https://www.usaspending.gov/Pages/ AdvancedSearch.aspx?k=kaspersky (last visited June 29, 2017); see David 
Goldstein & Greg Gordon, Exclusive: Kremlin Documents Suggest Link Between Cyber Giant and Russia Spy 
Agency, McCLATCHY, July 3, 2017, available at http://www.mcclatchydc.com/news/nation
world/national/articlel59342694.html (last visited July 12, 2017); see also Mike Levine & Pierre Thomas, Officials 
Fear Russia Could Try To Target US Through Popular Software Firm Under FBI Scrutiny, ABC NEWS, May 9, 
2017, available at http://abcnews.go.com/US/officials-fear-russia-target-us-popular-software

firm/story?id=47295729 (last visited July 12, 2017). 
19 See Sarah Kuranda, Kaspersky Lab Removed From GSA Schedule, Limiting Federal Sales for Its Security 
Software, CRN, July 12, 2017, available at http://www.crn.com/news/security/300088591/kaspersky-removed
from-gsa-schedule-limiting-federal-sales-for-its-security-software.htm; see also Eric Geller, Trump Administration 
Restricts Popular Russian Security Software, POLITICO, July 11, 2017, available at 
http://www.politico.com/story/2017 /07 /l 1/trump-russian-security-software-240423. 
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