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The Honorable John P. Holdren

Assistant to the President for Science and Technology
Director, Office of Science and Technology Policy
The White House

Washington, DC 20502

Dear Dr. Holdren:

At a hearing held on November 19, the Committee on Science, Space, and Technology
received troubling testimony' from online security experts regarding the flaws and vulnerabilities
in the Obamacare website that put the personal data of Americans at risk. The expert witnesses
at our hearing outlined the significant risk of identity theft to Americans if hackers gained access
to their personal information. One of the witnesses, Mr. David Kennedy, is a ‘white hat hacker’
who gave a demonstration of real vulnerabilities with Healthcare.gov, showing how hackers are
attempting to access personal information on the website. According to his testimony, not only
is the website vulnerable, it is under active attack. Even more troubling, Mr. Kennedy testified
that thereZare “clear indicators that even basic security was not built into the Healthcare.gov
website.”

The Administration’s recent efforts to address the flaws with the website’s capacity do
not appear to address the larger security and privacy issues raised in our hearing. According to
Mr. Jeffrey Zients, who is in charge of fixing the website, the Obamacare website is “night and
day from where it was on October 1,”* and it is now “stable and operating at intended capacity
with greatly improved performance.” Unfortunately, the improved performance does not
include much-needed security enhancements, meaning that more Americans could now be
vulnerable to online criminals and identity theft. According to a blog post by Mr., Kennedy, “Out

! House Committee on Science, Space and Technology hearing, “Is My Data on Healtheare. gov Secure?”
November 19, 2013, available at: http:/science.house. gov/hearing/full-committee-hearing-my-data-healthcaregov-
secure.

* Testimony of Mr. David Kennedy, CEQ, TrustedSec, at House Committee on Science, Space and Technology
hearing, “Is My Data on Healtheare gov Secure?” November 19, 2013available at;
http://science.house.gov/hearing/full-committee-hearing-my-data-healthcaregov-secure.

? CBSNEWS.Com Staff, “HealthCare.gov improvements ‘night and day’ from October Launch,”
CBSNEWS.COM, December 1, 2013, available at: http://www.cbsnews.com/news/healthcaregov-improvements-
night-and-day-from-october-launch.

* Thid.
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of all of the reports, there were no mention to security concerns or addressing the vulnerabilities
identified in the healthcare.gov website...a number of undisclosed exposures have still not been
addressed and exist today.””

Through its jurisdiction over the White House Office of Science and Technology Policy
(OSTP), the Committee sought to hear from Mr. Todd Park, OSTP’s Chief Technology Officer
(CTO), given his familiarity with the website while he was CTO at the US Department of Health
and Human Services (HHS). As you yourself stated upon his hire to OSTP, while at HHS, Mr.
Park “led the successful execution of an array of breakthrough initiatives, including the creation
of HealthCare.gov.”

Additionally, according to the OSTP website, the Administration and OSTP are
committed to advancing policies that will “safeguard the privacy of every American by
strengthening digital security systems and holding governments and businesses accountable for
violations of personal privacy.’

Notwithstanding Mr. Park’s background and leadership position within OSTP, the
Administration has now rejected three invitations to Mr. Park to testify before the Committee.
You stated in a recent phone conversation with Chairman Smith that Mr. Park’s testimony would
raise claims of Executive Privilege — despite the fact that Mr. Park already testified before a
congressional committee on November 13.% Your staff has similarly suggested that Mr. Park’s
activities are protected by Executive Privilege, begging the question: does the Administration
intend to invoke such a claim?

You also stated in your November 26 letter to Chairman Smith that Mr. Park has not been
involved in the security issues of the Healthcare.gov website. That assertion appears to be
contradicted by the fact that Mr. Park was one of three White House co-chairs of the Affordable
Care Act (ACA) Information Technology Exchanges Steering Committee (see Attachment 1).

The stated mission of this Healthcare.gov Steering Committee is to support the timely
and efficient resolution of barriers to assure the implementation of “consumer-centric” health
insurance exchanges. The Steering Committee’s Charter explicitly directs the participants “to
promote resolution of key IT strategy and policy issues that impede progress on Affordable Care
Act activities across the federal government and with the state exchanges,” and to “direct the
formulation of work groups to identify barriers, develop and identify promising practices to
support efficiencies, and develop option papers for the Committee’s consideration.” (Attachment

° David Kennedy, “Healthcare.gov Operational — Security concerns not addressed,” TrustedSec, December 2, 2013
available at: https:/www.trustedsec.com/december-2013/healthcare-gov-operational-security-concerns-not-
addressed.

® John Holdren, “Todd Park Named New U.S. Chief Technology Officer,” The White House Blog, March 9, 2012,
available at: http://www.whitehouse.gov/blog/2012/03/09/todd-park-named-new-us-chief-technology-officer.

7 OSTP website, “Technology and Innovation,” available at:

http://www.whitehouse. gov/administration/eop/ostp/divisions/technology

* House Committee on Oversight and Government Reform, “ObamaCare Implementation: The Rollout of
HealthCare gov,” November 13, 2013, available at: http://oversight. house.gov/hearing/obamacare-implementation-
rollout-healthcare-gov/.
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1). The ACA Exchanges Steering Committee directly oversees both security and privacy
interagency working groups (Attachment 1).

From documents provided to Congress, it also appears that this White House-led Steering
Committee canceled several meetings scheduled over the course of the past year following an
April briefing on a White House-requested report by McKinsey & Company that warned of
“yarious problems with the exchange, including limited testing time and resources before the
Jaunch.”® After repeatedly cancelling Steering Committee meetings for five consecutive months,
the White House Steering Committee met again only weeks prior to the launch of the
Healthcare.gov website on October 1. But as we now know, those actions were too little and too
late.

It is logical to assume that security and privacy responsibility resides at the highest
level of government. The data passing through the Healthcare.gov website is one of the largest
collections of personal information ever assembled, linking social security numbers, birth dates,
tax and other financial information from seven different federal agencies, along with state
agencies and government contractors. We are troubled by the fact that the President either did
not know, or did not care, that the personal and financial data collected as part of Obamacare is
not secure.

The Committee will continue its efforts to examine the safety, security and privacy of
Americans’ personal data through the Obamacare website. Part of those efforts includes
oversight of OSTP’s role in the Healthcare.gov website. To that end, please provide the
following documents from your agency by January 3, 2014:

(1) All schedules and scheduling information (as defined in Attachment 2) for Mr. Todd Park
since arriving at OSTP through the present on topics involving the Healthcare.gov
website and related issues.

(2) All records and emails (as defined in Attachment 2) to or from any and all OSTP
employees, including Mr. Todd Park, regarding the ACA, Healthcare.gov, or the ACA
Information Technology Exchanges Steering Committee.

(3) All records and information regarding any and all briefings (as defined in Attachment 2)
with the President and/or White House staff on Healthcare.gov and related issues.

(4) Copies of all records provided in the past, as well as those expected to be provided in the
future, by OSTP to other congressional committees in response to any ACA or

. Healthcare.gov document requests.

In responding to the Committee’s request, please provide a Vaughn Index for any
redactions or documents withheld from us. Specifically, for each redaction and document
withheld on the basis of an established and accepted privilege, please provide a log containing
the following information:

° Jim Acosta and Dana Davidsen, “Private consulting firm warned of glitches before healthcare.gov launch,” CNN
Politics, November 19, 2013, available at: http:/politicalticker.blogs.cnn.com/2013/1 1/19/private-consulting-firm-
warned-of-glitches-before-healthcare-gov-launch.
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(1) the privilege asserted;

(2) the type of document;

(3) the general subject matter;

(4) the date, author, and addressee, and

(5) the relationship of the author and the addressee to each other.

In addition to these documents, please also provide responses to the following questions
by January 3, 2014:

1) As previously mentioned, in your phone conversation with Chairman Smith, you stated
that Mr. Park’s testimony would raise claims of Executive Privilege. Please confirm this
assertion, and if you intend to invoke such a claim, please clarify whether you are basing
it on Mr. Park’s position as CTO at OSTP, or as Assistant to the President?

2) Please explain Mr. Park’s relationship relative to the Presidential Innovation Fellows
program. Please also provide details about which Fellows have been tapped to work on
the Healthcare.gov website as part of the ‘tech surge’ to fix its problems. Your response
to this question should include the names of the Fellows, who selected them to work on
the website, when they started work on the website, whether they are still working on it
and how much longer they are expected to work on it.

3) Finally, please direct Mr. Park to make himself available to Committee staff for a briefing
on his involvement with the website prior to and subsequent to the October 1*' launch
date. Please ensure that this meeting takes place before January 10, 2014.

In its haste to launch the Healthcare.gov website, it appears the Obama Administration
cut corners that leave the site open to hackers and other online criminals. As a result, Americans
who have already entered personal information into Healthcare.gov are vulnerable to identity
theft. We already know of numerous attempts to hack into the system and can only assume
many more have gone unreported. Unless the Obama Administration takes swift action to
address security, it is likely the worst is yet to come.

If you have any questions, please have your staff contact Raj Bharwani, Subcommittee on
Oversight Staff Director, at (202) 225-6371.

Sincerely,
o il 0B Buushor
Lamar Smith Paul Broun, M.D. Larry$Bucshon, M.D.
Chairman Chairman Chairman
Committee on Science, Space, Subcommittee on Subcommittee on

and Technology Oversight Research & Technology
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ec: Rep. Eddie Bernice Johnson
Ranking Member
Committee on Science, Space,
and Technology |

Rep. Dan Maffei
Ranking Member
Subcommittee on Oversight

Rep. Dan Lipinski
Ranking Member
Subcommittee on Research & Technology

Attachments
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i P'u'i?pose

:Thla chai l:et esmbhshes the Aff@idablc Care Acl: {ACA) IT Exch&ngea Steering Cotnmittes
g i ; g r § ‘l{:lng rese!u{mn of
i.eldted ta: the implemantatmn of IT

pem alit ;ﬂtsmgemcy c,h't;l lenges &nd zlépleudenc
rr--cxchangss n suppmt of the Affmdabtm Care Act.,

This:dosument outlines the mission, scope and wspons;b[htlcs affhe: Steenng Ccsmmlttec
identifies membership- and support structites, and defines. key processey and Bracedires: A
'Hea]th Exchan jelaf Exccuhvc'S epretariat (Exscutwc Sccmtanat)‘ has been egtablished as an.
At o ensire projéets: fally aligh inider the
Affordable Care: Actin jpmvldmg a.streamiinied and, seainlest misrface thh the America
pub]rc and affected industries that will be tinpacted by ithe implemenratmn of the hea]th

ingurance mchanged under {hie Affordable Care Act.

1. Mission

Thc prnnary mission of the Stcmng Committee is fo. suppost the tintely and efﬁment

- iesolution of bartieis while ensuring the realization of fully operatiorial health fsuranee
exahar&geg manddted under the Affard&ble, Care Act. The. Steeimg Committes will (a) address-
key Hxchange information sharing policies and barriers, (b) wotl w:th Dt:partmenis,
Agcnctes, anid other stakeholdérs 45 necessary onthe nnpjemen‘t&tmn dnd execution of Health
Insurance Exchanges.

HI. Scope and Responsibilities
‘Steering Committee

The Stcmng Committes shaﬂ pmv;dc a fomm fm seeking jasolution of inted agehcy

-challengcs ard o ﬁ;rther promote mteragency alignments to. assure the 1mplsmcntaﬁan aof a:
congumer-centric health insurance exchanges under fhe Aﬂ‘mdab}e Care Act. This'Stecring |
Cominittee can designate the Exeeutive Secr ctauat to det on its biehalf % meet these fanctions, ;‘
The Steering Committes shall;

e Facilitate interagency dlSGuSSlﬂ]lS ta pmmote 1esa§utmlz t6 key IT srategyand pohcy
 issues that impede progress on Affmdable Care Aet activities across the fcdcmi '
‘.gt}v\,mment andawith thie-state exchﬂngcs ;
e Direct the formulation of WOik Broups to. identify barriers, dt‘:\!clt)p or Idcutlfy
promising practices to suppcnt efficiencies, and develop option papeas for the
Committee’s consideration,

ACA IT Emhauges Sfecrmg Cumlmtbee (‘ hartm- _ . . - 7 Page 2

© OSTP ACA (00163



- Th‘c’: Steering Comtaitteewill meet: mdn‘thly Or more ﬁcqueritly ag: de‘eln:efi"nebeqs'zujy
Tby the Executive Secretariat; begiﬂmﬂg m May 2{)12 fiowgh Mareh 2014, The:
tneeting frcqucmcy may be altered: by the agieement of the Steeung Cmnm1ttc:e Co—

 Chairs, Begmmng in April 2014, the Steering {lmmmttee will meet onan ad bvc basis

& adwsed_by ih& Exectitive Secretamat i as U&quested byt the: Co-Chairs uti i ﬂle

consaisiss of the Steerm g Gommit that the Exchangc poqt—lmplememauma

-issues have been qufﬁmenﬁy quacad wd addr. essed..

Txecutive Secrefaviat

The Exécirtive Sccret&nat repoits to the co~chairs and WIH support, coot d;nata -and actas a-
Jigison betweei the Steering Comtittee and B&pfntznems‘

The Exsciitive Stcietaiiat WJH remamnt epeaatmnal through, Jal;uary,zo 1507 untﬂ it is ﬂm
‘ “cousensus of the Steéring C‘omrmttee meribers-that the Lxchdng, pﬂst—lmplemeutatmn 15‘:110*;'
' .bcen' suffi iciently surfaced aﬁd addressed:

8 Lcad HHS Prograim Managamsﬂi Omcc Ofﬁcc of'the Chief Infm mation Off“ (o4
> Members C‘MS IRS, 88A.-

Thie Exeentive Sgcref&fi at’s coré fanctions will be ds follows:.

* Wad( with theé deszguated Wm}s:gi oups. to idanufy mtf:saﬂcncy IT pcIu,y 1ssucs for the‘.

' Steering Commitiee’s: mnmdmazmn .

s Réspofisible. fnr *zadﬂng #nd reporting progiess of de vidital Woriq,l onps ‘u}d
elevating wor kgroup covcerns: to. the Stf:eung Comumiilee.

w Shate reuommundatmﬁ fiom the Steering Commltte.e with workgt olps. aid Agencies;
dm{nhn%e and suppmt the. 1mp[<:meutatmn of thi ese aecammenﬁatmns

‘e Work clasei“y with Agencies and: staleeholdets to dcvplop aid iferate’ the plans f@r
Fesolition of chalienges as appiopnate

Agenmeq will-continie fo coordinale ACA T exchangc ptcgcct governatee atd Bve;mgm :
Ametiong within théir. mspcctwe or gam?ahgns and work ducctly with their IT project t tcams io
‘énsure performance anﬂ alignment with the, Steering Couynitieg mmmmcndatmns a8
-appropriate;,

ACA IT Bxohanges Steering Coinmittee, Cherter | Page3
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- Workig Groups:

Bam Shm mg zmd Pmracy

. l'Membem ‘EH[‘Ii‘) SSA DIIS VA OPM Do, Peaue Corps.

Sewrity Hay mumz*ttmn

CMS; Wanda Brown (IRS)
S‘SA VA&, DES, Peace CmpthaD OPM.

IV. Membership and Reporting Structure

The Fedeial Chief lnfmmauon Officer {C{O} the Health Prograny Associate Dneutor anid the
U8, Chief* Te,chnf}logy Office 0), in the Executive:Office of the President-will serve as
“to-Cliairpersons for the. Affm*da le’ Caie ActTT Steering. Cemmlttae Membcrshlp will be
-CDIT]pI‘I‘?s‘,:d*Df SERIGT executwcs ﬁom each of the “par hb af:mg Dapafimeni rand Agencies who
understand the ACA and heath 1 Higurance: \ ; jugssmission needs of

fhigir. Depaltments and Agsncies and why can make 1<ﬂy pohcy aﬁd manargement led gme nis 011
bighalf of the mspcc,twe Depaﬁment‘i

dt:mgnate a sf:mm cxcmmve i desc} xbed abm;f: as. mcmhers of th::: Ste,mmg Comm1tj:ee

® Dapaﬁ:meni of Healﬂi & Human Services, Centx—ns :tor Medlcaw and Mt,dlca]ﬂ
Seriiees. .

¢. Déparimenit-of Treasuty, Interizl Revenue Servics:

. Department of Homeland Securify.

k-]

]

Dapa;tment c:f De 18E
Depatiment of Veterans Affiirs

'OSTP AGA 00185




#  Social Sccuuty Admtmlstiauon
Peace Corps

Additional menibers may be added if addjtional interageiiey dépendeiicics are identified.
Rc;n esentafivey from other Departments atid o “"'mes mcludmg su biget inaties experts (SMES)-?'

-and other-advisots; may be invitedi to atﬁendStee mg Com:mmea mestings with: ﬂm
;cancm rence of the Stuermg Comm}ttce co-Chairs,”

V. Adm,i_ﬁi‘straffibh- |

A Meetmgs

The St" ttng Comniitice shall rget as nee&fd and as adwsed bythe ercutwe

- Secretariat, Meenﬂgs may be i person, by conference gall, or other “yirnal” meeting.
fools. Materials shall be distributed. to'the inemibers prior to'the méctin g in order for,
the members. to have. adequata timie to.teview and consider the: material, F 16 membms:
will be mquﬁsteé to. mvmw and: pICWidG commantf'feadback an mateua!s a8
i.appmpuatc '

B Records Management

it will be responsible:for appointing & designee to dmmbutﬁ:
matf:uals pnm to and: post megtings (i.&., agenda, nieeting minutes).

frstpy g P P Py e e Y S e e R T P

1T Exghauses Stegring Committ

OSTR ACA 000165




VI Agreement

‘Steven VanRoekel, Exeoutive Office of the President

Date

Keith Fontentt, Bxceutive Office of the Presideat

; Date o

Todd Park, Bxecutive Office of fhe Présidant

- Daté.

Donua Roy, Department of Homeland Security

Date

Robert Carey, Department of Defense

Date.

Frank Baitiman, Department. of Health & Huinan Services:

Date

Marilyn Tavenner, HHS / Centers for Medicate & Medicaid

Seivices

Date

Dorine Anidreys, Peace Corps

Dat_e:

‘OSTP ACAGO0167

i
i
k
i




Bea Disman; Social Seciirity Administation o Date: -

'.Iif:nyM'ilhcl?land','D'éﬁa'fﬁjiéﬁt.QT"Tféas'lili'ff!iRé_"iif T Date

Alan Cm;'stéﬁﬁ-an, Department of Veterans Affairs.  Date

g Committes. Chicter '
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A TTACHMENT 2

* ATTACHMENT

1. 'The term “records” is to be consirued in the broadest sense and shall mean any written or
graphic material, however produced or reproduced, of any kind or description, consisting
of the original and any non-identical copy (whether differet from the original because of
notes made on or attached to such copy or otherwise) and drafts and both sides thereof,
‘whether printed or recorded electronically or magnetically ot stored in any type of data
bank, including, but not limited to , the following: correspondence, memoranda, records,
summaries of personal conversations or interviews, minutes or records of meetings or
conferences, opinions or reports of consultants, projections, statistical statements, drafts,
contracts, agreements, purchase orders, invoices, confirmations, telegraphs, telexes, '
agendas, books, notes, pamphlets, periodicals, reports, studies, evaluations, opinions,
logs, diaries, _desk calendars, appointment books, tape recordings, video recordings, e-
mails, voice mails, computer tapes, or other computer stored matter, magnetlc fapes,
microfilm, microfiche, punch cards, all other records kept by electronie, photographic, ot .
mechanical means, charts, photographs, notebooks, drawings, plans, inter-office
communications, intra-office and intra-departmental communications, transcripts, checks
and canceled checks, bank statements, ledgers, books, records or statements of accounts,
and papers and things similar to any of the foregoing, however denominated.

- 2. The terms “relating,” “relate,” or “regarding” as to any given subject means anything that: .
" constitutes, contains, ‘embodies, identifies, deals with, or is in any manner- Whatsoevei el
o permnent to tha‘z subject including but not 11m_1ted to recmds concermng the prepalaﬁon*f-;-a_
“of. othel reco1ds




